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We collected some health data from you during 
your stay at our hospital. This includes details 
from your health insurance, your prescriptions, 
and results from tests like blood analysis. Besides 
helping with your treatment, this data can further 
medical research and development, including 
supporting the development of new tests and 
treatments1. To help with this, we work with  
Mint Medical GmbH. They function as central 
data registry, collecting and sharing your data  
according to  your exact choices. This means 
you decide what data to share, for what purpose, 
and with whom. By doing this, you are supporting 
medical research.

Information for 
Patients Version 2.6, May 17, 2024

When, by whom and what Data can be used  
for research and development in medicine

This booklet contains information on...
... �what your health Data is and what  

it can be used for.
... �how data sharing works and how  

the data is protected.
... �everything else you should know  

about data sharing.

Remember, sharing your data is completely 
your choice. You can say no or change your 
mind later without any problem.

If you have doubts or questions,  
it's okay to not give consent now.

Dear Patient,

The Data Sharing Consent

1 �Are you wondering if this is compatible with data protection? The GDPR includes a lot of things under the term "scientific  
research purposes". Recital 159 of the GDPR states that the processing of personal data for scientific research purposes should 
be interpreted broadly. For example, scientific research purposes include processing data for technological development, 
demonstration, basic research, and applied research in both publicly and privately funded research.
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Your Health Data

Your Health Data

What does it include 
and where does it 
come from?
Health data is any information about you that is  
collected and used during a health check-up and  
treatment. Examples of health data including your 
medical history, blood pressure readings, and X-ray 
images. This data is collected by your healthcare  
provider or hospital and stored in your electronic  
patient record. Having more data can lead to a better 
understanding of your health. Sometimes, your health  
insurance company might provide extra information 
from your outpatient treatments to add to this data.

4
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Healthcare providers include hospitals, doctors, 
surgeons, dialysis centers, or nursing services. 
This is where your personal health information is 
collected. The data helps to detect diseases early, 
make diagnoses and provide care after treatment.

This data falls into different categories – some of 
it is more sensitive than other. With the data shar-
ing consent you control which data you will share.

Allergies and Vaccinations: Medical information 
regarding allergies, sensitivities and past vaccina-
tions and immunizations

Test- and Labs: Medical information regarding 
clinical tests and results that affect medical 
risk-factors and treatment options; this informa-
tion can include infectious pathogen data

Mediation: Medical information regarding  
medication treatment(s) recommended to the  
patient, including the relevant dates and  
prescription parameters (dosage, regimen,  
form, route of administration)

Conditions and Procedures: Medical information 
regarding past and present medical conditions 
(chronic and acute) (sometimes referred to as 
"Problem list"), procedures & surgeries, including 
meta-data regarding medical visits with clinical 
teams and the treating healthcare professionals

Genetic Risk Factors: List of genetic markers  
and genetic predispositions which can lead to 
specific diseases

Demographics: List of potential demographic  
risk factors including: demographics, family  
history of chronic disease, and lifestyle

Wearable & Wellness Data: Data collected  
using personal wearable devices and wellness 
application (e.g., Fitbit, google fit, apple health 
kit, Samsung health, Garmin etc.)

Unstructured text: Medical notes and reports 
containing free text without coding

Imaging Data: Raw data from different imaging 
studies

Full Genome and Biomics Data: Raw data  
from genetic, genomic, proteomic & other  
biomic studies
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Your Health Data

Health data contains lots of personal 
information about you. Therefore, 
according to the Data Protection 
Regulation ("GDPR"), it is so-called 
"personal data".

Pseudonymization and anonymization protect your 
rights. Information about your identity, such as your 
name and date of birth, is not necessary for research 
projects. Your data will therefore  be pseudonymised, 
i.e. your personal information will be replaced by a 
combination of characters. This measure minimizes 
the risk of someone associating your data with you. 
In addition, the combination of characters can be 
used to combine all your health data from different 
sources – without revealing your identity. 
As soon as possible, your data will be anonymized 
so that identifi cation is no longer possible. Neverthe-
less, in some cases, a combination of characteristics 
is unique to a person. In that case, the data is still 
considered "personal" and it will be treated and 
protected as personal data. 

What does personal, 
pseudonymised and 
anonymised mean?

„Identifying Data"
Identifying data can be directly 
linked to a specifi c patient.

Name
Sex
Age
Address
Blood pressure
Recorded
Date of dismissal
Length of hospital stay

Herr Egon Meier
Male 
Born on 01.09.1952
Schillerstr. 50, 50931 Cologne
165/98 mmHg
July 08, 2020
July 17, 2020
10 days

What does this 
mean? Here's an 
example:

1 0 1 0 1
0 1 0 1 0
1 0 1 0 1
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"Pseudonymised data"
In pseudonymized data, names 
or other unique characteristics 
of patients are replaced by 
pseudonyms. It is only with 
great effort that the identity of 
the person can be reassigned.

XSEJRH87289
Male
1952
PLZ 50XXX
165/98 mmHg
Week 28 2020
Week 29 2020
10 days

(empty) 

70-75 years
PLZ 50XXX
165/98 mmHg
July 2020
July 2020
10 days

1 0 1 0 1
0 1 0 1 0
1 0 1 0 1

1 0 1 0 1
0 1 0 1 0
1 0 1 0 1

"Anonymized data"
In anonymized data, it is no 
longer possible to infer the 
identity of a single person. 
One way to achieve this is 
through so-called "aggrega-
tion": the more pseudonymized 
data from different people is 
combined, the more diffi cult it 
becomes to identify an indivi-
dual. This process ensures that 
data becomes anonymous. 
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Your Health Data

Advancement of spinal surgery
Today, spinal surgery heavily relies on data; surgeons use 
medical image data and information from various devices 
to plan surgeries. Digital tools help to carry out parts of 
the operation automatically, more accurately and safely. 
In addition, data from various surgeries is combined to use 
artifi cial intelligence to predict the outcome of a treatment 
thereby helping a treating physician to determine the 
appropriate course of action.

What can health 
data be used for?
Sharing data can help clinicians   detect diseases earlier 
and to treat diseases better. By sharing your data for 
medical research and development purposes, you are 
contributing to the well-being of the general public.
Visit www.datenfreigabepass.de/datennutzer to learn more 
about projects that benefi t from your personal health data.

Here are some 
examples of how 
health data helps 
research:
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Fight against Parkinson's disease

The surgical treatment of Parkinson's patients is continually 
improving through the use of aggregated data, allowing 
surgeons to transform a time-consuming and complex 
operation into a standardized, safe and fast procedure.

More Effi cient Radiation Method 
for Breast Cancer

Thanks to artifi cial intelligence, radiation treatment 
for breast cancer has improved. Health care providers 
study data from breast cancer patients, including 
length of treatment and radiation dosage, allowing 
them to plan  a better and safer treatment with fewer 
side effects.

Want to know more? 
See www.daten-
freigabepass.de for 
more examples.
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How is your data 
processed?
There are security measures in place to protect 
your data. There are separate parties that use 
your data, perform pseudonymization and pro-
cesses the data. Each party must take measures 
to protect your data, keep it safe and store only 
as much data as necessary.
Personal data is first pseudonymised and then 
transmitted. A step-by-step approach ensures 
that only absolutely necessary data is shared.
If a data user wants to access more extensive 
data that could potentially be re-identified, a  
special request must be made, which will only  
be approved if the data is securely protected.

Your Data Sharing
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Data users receive health data for research and 
development purposes as an aggregated data set 
or viewing in a secure processing environment.

Display of aggregated statistical data:
Aggregated data is statistically summarized  
and anonymized information that comes from  
a variety of individual data sets. Through aggre-
gation, general trends, patterns, and insights  
can be gained without being able to identify  
an individual person.

Evaluation in a secure processing environment:
Access to data through a secure processing envi-
ronment means that data sets are not transmitted 
to the data users. Data users can only view and 
evaluate the data in a protected environment.  

A "secure processing environment" refers to a 
protected and controlled software application 
where data is processed securely and in accor-
dance with applicable data protection regulations. 
This environment is designed to ensure that sen-
sitive information is protected from unauthorized 
access, misuse, or data loss.

Publication of individual data sets:
Anonymized or pseudonymized data sets contain 
information about an individual patient, such as 
medical examination results, diagnoses, and 
course of treatment. The handling of individual 
data sets requires special attention to data pro-
tection and security in order to ensure the confi-
dentiality and integrity of personal information.   
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Your Data Sharing

In detail: How does it work? 

Health care provider 
A health care provider will treat you. In 
the process, health data is collected.

Identifying 
data

Pseudonyms

Non-identifying 
health data

Before your data is processed, a 
pseudonymization service removes 
personal characteristics such as 
your name and date of birth. It is 
also known as the trust center. 
This body assigns pseudonyms 
that are not known to anyone else. 
For processing in clinics, the role 
of the trust center is taken over by 
the treating clinic internally. As 
soon as data is transferred to the 
registry, the trust center is taken 
over by an independent body,  
Nortal AG in Berlin.

The pseudonymised data is then 
transmitted in encrypted form  
to a registry and stored there.  
It ensures that selected users  
can access the data. This can be 
done, for example, via a digital 
platform.

For this to work, there are  
a few steps you need:
- �Data is "aggregated", i.e. a lot  

of pseudonymised data is  
combined.

- �After that, everything is brought 
to a standard, i.e. converted into 
a uniform system.

- �Algorithms are used to help to 
structure the data.

- �There are quality control pro-
cesses in place to ensure that 
data is complete, valid, accurate, 
consistent, and up-to-date.

- �The data will be linked to other 
databases but only if you, as the 
patient, have consented.

- �Data data is anonymized as 
much as possible.

Sometimes, the data collection 
agency works with a clinical  
society (or a non-profit institution 
affiliated with a clinical society) 
for data that you have shared.  
In this case, the data collection 
centre and the clinical society  
are jointly responsible for data 
protection.

RegistryTrust Center
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Patient

Data sharing cockpit
In your data sharing consent, you 
choose what data can be used, for 
what, by whom, and how.

Finally, data users can access the pseudony-
mised and, to the extent possible, anony-
mised data. This is done by the data collec-
tion point via a digital and secure process.
Generally, the amount of personal informa-
tion that is provided, is minimized.

In some cases, there is sensitive data that 
could potentially be used to re-identify a  
person. To access such data, an application 
must be completed by the data user. An  
application office then decides on the appli-
cations. To ensure that decisions are fair,  
the application body includes members of 
different groups. When it comes to genetic 
data, for example, the approval of an ethics 
committee is mandatory.

Application Portal

Data users

Ethics  
committee

Clinical  
societies

Technology providers  
involved in your treatment

Treating health 
care provider

Research  
network

Research  
institutions

Other technology 
providers

Consent
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Your Data Sharing

Who uses your Data?

Treating Health 
care Providers
Data is important as it can be used 
to evaluate and improve treatment 
options and procedures. In addition 
to treatment decisions, health care 
providers generally use Data in one 
of two ways:

•  In connection with studies within 
their organization.

•  In connection with joint research 
being conducted within a research 
network or other institutions, 
thereby enabling research with a 
greater amount of applicable Data.

It’s your decision who and for what your data 
may be used. For medical progress, it is important 
that Science, Technology Providers, and Health-
care Providers access your data.
All three segments must work together to ad-
vance medicine: Science creates the foundations, 
such as the compatibility of different materials in 
the human body. Technology providers use this 
knowledge to develop a new product. The prod-
uct is applied and tested at healthcare providers.
All data users must follow the rules set out in this 
patient information.

Who is a "data user"?
Data users include anyone who uses health 
data to improve medicine, support teaching, or 
conduct research and development projects. 
These include, for example, clinics, research 
groups, medical societies, pharmaceutical and 
medical device manufacturers or start-ups in 
the healthcare sector. 

We can distinguish between three user groups: 

What everyone needs to keep in mind
Data users use the data to help society and 
patients. All of them commit to...
…  never use the data against the will of the 

person who is sharing personal data.
... never use the data for identifi cation purposes.
... never use the data for profi ling.
... never use the data to learn trade secrets.
... never sell the data.
…  only provide data to third parties if permitted 

by and in conformance with European data 
protection law. 

Sometimes, the healthcare institution or data 
collection agency may restrict when the data 
is shared. However, this restriction may not be 
longer than 12 months. This is the case if the 
data is collected primarily for studies or registries 
of a clinical society. However, this is only possible 
if the project has not been required by law and/or 
the collection has not been fi nanced by third 
parties.
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Science
Pooling, analyzing and conducting research 
on a large amount of Data originating from 
different sources can lead to discoveries 
of new treatment options. Additionally, large 
amounts of pooled data can help create 
artifi cial intelligence to assist treating 
providers with decision-making.

•  For example, medical societies and their 
affi liated non-profi t institutions use Data 
to defi ne standards of care.

•  Research institutions access Data to 
explore various scientifi c questions.

Data can be used to improve and/or develop 
products that help patient treatments.

•  Technology providers who are directly 
involved in my treatment, e.g., through 
implants, instruments, medications, 
and devices used, can further develop 
and improve their technologies by using 
health data gathered during use of its 
technology; additionally, tech providers 
utilize data to test and demonstrate 
safety and effectiveness of their 
products to meet certain regulatory 
requirements.

•  In general, access to data enables other 
medical device manufacturers, pharmaceu-
tical companies, and startups to innovate in 
existing and new clinical application areas.

Technology Providers
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Your Data Sharing

What are the conditions  
for an application?

To request data access, technology providers 
must manufacture CE-certified medical devices  
or show the applicant that they are working with  
a clinical partner. They must also be headquar-
tered in the EU. During the application process, 
data users must submit its privacy and security  
protocols, including  measures such as data mini-
mization, encryption, confidentiality, data access 
concept, and more. A future code of conduct for 
the processing of health data is also expected.

Clinical Areas

Medical research and development encompasses 
many areas. This includes clinical applications 
and general technology projects.
Not all areas of research are clearly defined in 
advance. It can be about known diseases such 
as cancer and heart disease, but also about un-
known diseases or genetic changes. In the future, 
your health data could be used for questions that 
we don't know about today. This research can 
lead to products that improve disease detection, 
treatment, and prevention.
You can use the data sharing consent to control 
which clinical areas you want to support. 

For which clinical applications 
do you share data?

Cancer  
diseases

Immunological 
diseases

Psychological 
diseases

Orthopedic diseases  
(e.g. spine, knee, hip, ...)

Heart and  
circulatory diseases

Urologic/Gynecological 
diseases

Diseases of kidneys 
and urinary tract

Metabolic diseases 
(diabetes, ...)
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Data can be used for research in one clinical fi eld, even if it was collected in another 
clinical fi eld. For example, data on pre-existing diabetes conditions or neurological 
damage may be relevant for research projects in the fi eld of "orthopedic diseases".

Can your data be used commercially?
The goal of data sharing is to create added value 
for the general public. Raw data must not be 
sold directly. Instead, the data may be used to 
develop new drugs, diagnostic procedures and 
other medical products. These, in turn, can then 
be used commercially. The entities that collect 

data can receive a reasonable allowance to cover 
costs. These allowances must be non-discrimina-
tory, proportionate and objectively justifi ed and 
must not restrict competition. Patients do not 
receive any fi nancial contribution.

Dermatological 
diseases

Ear, nose, and 
throat diseases

Diseases of the respiratory 
system (e.g. lungs, pleura)

Other diseases 
not listed

Diseases of the digestive system 
(stomach, intestine, ...)

Diseases of the nervous system 
(stroke, dementia, …)



Remember, sharing your data is completely your choice. 
You can say no or change your mind later without any 
problem. If you have doubts or questions, it's okay to  
not give your consent now.

The consent is voluntary, and you can revoke at any 
time, entirely or partially. If you decide not to share 
the data or revoke it later, it won't have any negative 
impact on you. Please note that any changes or  
revocations in the Data Sharing Consent will only  
apply to future uses of your health information.  
Analyses that have already been performed cannot 
be undone. Your consent applies to all data collected 
at the collecting clinic in the next five years. During 
this time, you do not have to give any new consent. 
The data collected within these 5 years will be stored  
and used by the data collection centre for 30 years 
from the date of your consent, unless you revoke 
your consent beforehand.
To withdraw your consent, please contact the  
hospital where the data was collected.

What happens if you 
change your mind?

What are the risks of  
data sharing for you?

In research projects involving health data, it is theoretically  
possible to track your data by using additional information  
from the Internet or social networks. If you share genetic or 
health data online, e.g. for genealogy, this risk increases,  
especially with identifying genetic data from biomaterials.  
This genetic information is uniquely associated with you 
and, in some cases, could also point to relatives.
If, despite many security measures, unauthorized persons 
are able to access and associate your data, you and your 
relatives could face harmful consequences, such as  
discrimination or other negative effects.

What else  
should you know

Data protection information
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The legal basis for data processing is your consent 
(Article 9(2)(a) and Article 6(1)(a) of the European 
General Data Protection Regulation).

The following person is responsible for the 
processing of their health data: 
as a treating institution:
[Name of Treating Clinic]
As a data collection point: 
Mint Medical GmbH, Burgstraße 61, 69121 Heidelberg
As a trust center:
Nortal AG, Knesebeckstrasse 59-61/61a, 10719 Berlin

Details about those responsible for specifi c research 
projects can be found in the respective data protection 
notice of the research project under the following link: 
www.datenfreigabepass.de/registrierte-datennutzer.

The responsible data protection offi cer can be reached at: 
[Contact details of the data protection offi cer of the treat-
ing clinic]

Mint Medical GmbH:
intersoft consulting services AG
Katharina Ruhenstroth, Beim Strohhause 17, 
20097 Hamburg, www.intersoft-consulting.de
E-Mail: privacy@mint-medical.com

Nortal AG
Patrick Leibbrand, Knesebeckstraße 59-61/61a
10719 Berlin, datenschutz@nortal.com

You can lodge a complaint with any data protection 
supervisory authority. The competent supervisory 
authority for your treating entity is [name of the 
competent data protection supervisory authority].

For Mint Medical GmbH:
Der Landesbeauftragte für den Datenschutz und 
die Informationsfreiheit Baden-Württemberg
Postfach 10 29 32, 70025 Stuttgart
Königstraße 10a, 70173 Stuttgart
Tel.: 0711/61 55 41 – 0, E-Mail: poststelle@lfdi.bwl.de
www.baden-wuerttemberg.datenschutz.de

For the Nortal AG:
Der Berliner Beauftragte für Datenschutz und 
Informationsfreiheit, Alt-Moabit 59-61, 10555 Berlin
E-Mail: mailbox@datenschutz-berlin.de

In addition, you have the right to obtain information about 
your health data (including, if you wish, a free copy of it) 
and, if necessary, to request that it be corrected or erased 
or that processing be restricted.
You also have the right to receive data provided by you in 
a standardised electronic format or to have it transmitted 
to a body named by you (right to data portability).

Your data may be processed by a service provider based 
abroad, for example in Israel. The data collection agency 
will only use such service provider if there is an adequacy 
decision for the country in which the service provider is 
based or if data protection is otherwise guaranteed. 
Data users abroad are also only allowed to use your data 
if European data protection law applies to them or if the 
European Commission has confi rmed an adequate level 
of data protection.

The data release passport enables you to decide whether 
and which health data – in the case of medical treatment 
– may be used for research and development purposes in 
at least pseudonymised or anonymised form. All persons 
who agree to a data release thus become data sharers 
and contribute signifi cantly to medical progress.

For further details on data protection, 
please refer to the privacy policy under 
www.datenfreigabepass.de

How and if you want 
to be informed
Sometimes it makes sense to contact you again later if you agree.
This may be done to provide you with medical information or relevant 
study results, or to obtain more information from you. You can also 
decide whether you want to be informed about new research projects 
or receive therapy recommendations.However, you can also decide 
in the consent form that you do not want to be contacted (this is 
called the "right not to know").

Further data protection informationFurther data protection information
The legal basis for data processing is your consent
(Article 9(2)(a) and Article 6(1)(a) of the European
General Data Protection Regulation).

The following person is responsible for the processing of
their health data: as a treating institution:
Ludgerus-Kliniken Münster GmbH, Klinik für
Neurochirurgie, Standort Clemenshospital
As a data collection point:
Mint Medical GmbH, Burgstraße 61, 69121 Heidelberg
As a trust center:
Nortal AG, Knesebeckstrasse 59-61/61a, 10719 Berlin

Details about those responsible for specific research
projects can be found in the respective data protection
notice of the research project under the following link:
www.datenfreigabepass.de/registrierte-datennutzer.

The responsible data protection officer can be reached at:
Ludgerus-Kliniken Münster GmbH, Klinik für
Neurochirurgie, Standort Clemenshospital, Dr. Heiko
Haaz, UIMC, Düesbergweg 124, 48153 Münster, Tel.:
0251 976 2401, E-Mail: r.hahn@alexianer.de

Mint Medical GmbH:
intersoft consulting services AG
Katharina Ruhenstroth, Beim Strohhause 17,
20097 Hamburg, www.intersoft-consulting.de
E-Mail: privacy@mint-medical.com

Nortal AG
Patrick Leibbrand, Knesebeckstraße 59-61/61a
10719 Berlin, datenschutz@nortal.com

You can lodge a complaint with any data protection
supervisory authority. The competent supervisory
authority for your treating entity is Unternehmens- und
Informations-Management Consultants.
UIMC DR. VOSSBEIN GMBH & CO KG
Otto-Hausmann-Ring 113, 42115 Wuppertal
Tel.: 0202 9467726 200, E-Mail: consultants@uimc.de,
https://www.uimc.de

For Mint Medical GmbH:
Der Landesbeauftragte für den Datenschutz und
die Informationsfreiheit Baden-Württemberg
Postfach 10 29 32, 70025 Stuttgart
Königstraße 10a, 70173 Stuttgart
Tel.: 0711/61 55 41 – 0, E-Mail: poststelle@lfdi.bwl.de
www.baden-wuerttemberg.datenschutz.de

For the Nortal AG:
Der Berliner Beauftragte für Datenschutz und
Informationsfreiheit, Alt-Moabit 59-61, 10555 Berlin
E-Mail: mailbox@datenschutz-berlin.de

In addition, you have the right to obtain information about
your health data (including, if you wish, a free copy of it)
and, if necessary, to request that it be corrected or
erased or that processing be restricted.
You also have the right to receive data provided by you in
a standardised electronic format or to have it transmitted
to a body named by you (right to data portability).

Your data may be processed by a service provider based
abroad, for example in Israel. The data collection agency
will only use such service provider if there is an adequacy
decision for the country in which the service provider is
based or if data protection is otherwise guaranteed. Data
users abroad are also only allowed to use your data if
European data protection law applies to them or if the
European Commission has confirmed an adequate level
of data protection.

The data release passport enables you to decide whether
and which health data – in the case of medical treatment
– may be used for research and development purposes in
at least pseudonymised or anonymised form. All persons
who agree to a data release thus become data sharers
and contribute significantly to medical progress.

For further details on data protection, please refer to
the privacy policy under www.datenfreigabepass.de
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